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Abstract:

Linear frequency modulated pulse compression (LFM-PC) radar is one of the widely
used modern radar systems. It has high immunity against conventional noise jamming
due to its high processing gain. To sufficiently affect such radar, smart jamming
techniques should be applied. In the last decade, different smart jamming techniques
have been proposed. However, literature lacks to the analysis and evaluation of the
effect of such techniques on modern radar systems. In this paper, the effect of one of
the recently proposed jamming techniques, called chopping jamming, is analyzed and
evaluated against LFM-PC radar depending on atypical LFM-PC verified radar model.
The worthy of the application of chopping jamming on LFM-PC radar regarding to the
probability of false alarm aswell as radar detection is discussed and presented.
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1. Introduction:

The contradiction between long detection range and high range resolution is resolved
using pulse compression techniqueg1]. Linear frequency modulation is widely used
with high speed targets due to its tolerance to high Doppler shifty2].

To mask the target, conventional noise jamming aims to degrade Signal-to-Noise Ratio
(SNR) at the input of the detector by applying noise power at the radar receiver front-
end. The power level of the noise should exceed that of received radar signal. The
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difference between jamming signa power and received radar signal power, known as
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Jamming-to-Noise Ratio (JSR), is in the order of 6 dB for a conventional radar[3].
Concerning modern LFM PC radar, the jammer should increase its JSR to compensate
for the processing gain provided by pulse compression and coherent integration[4]. The
gain provided by pulse compression is equal to time-bandwidth product of the radar
pulse[5]. Coherent integration gain depends on the Coherent Pulse Interva (CPl) of the
radar processor. Typically, the total processing gain can take values between 20-50 dB
[6]. This implies a very high power level of jamming signal, which, in most cases,
cannot be achieved.

This power budget problem leads to the need for smarter jamming signals that need less
power levels. The main trend to jam LFM PC search radars is to distort the output of
radar matched filter and, consequently, affect radar detection without excessive power
levels. In the literature, there are different published jamming techniques with the aim
of distorting radar matched filter output. The common target of these techniquesis to
generate spurious signals in the output of the matched filter in addition to the rea signal
to limit the performance of the range tracker [7-10].

One way to distort the radar matched filter output, as proposed in [11], is by using
chopping jamming that depends on extracting predetermined segments at different time
dots from the radar pulse, each segment is repeated till the following segment and so
on. This jamming pulse has the same pulse width as the radar pulse but with different
carrier modulation. Although thisjamming technique, like others, has been proposed to
affect LFM-PC radar range tracker, its effect on radar detection is investigated in the
present work. In other words, chopping jamming has been proposed to affect tracking
radar, but its effect on LFM-PC search radars is examined here.

Following this introduction, this paper is organized as follows. section 2 introduces
both mathematical and simulation radar model for LFM PC radar. This model is based
on previous work publisned earlier in [12] for the authors. After verification of the
model, in section 3, chopping jamming technique is modeled. The performance of LFM
PC radar in presence of chopping jamming is analyzed in section 4. The performance
analysis is based on investigating the radar probability of detection versus SNR at
different JSR values of the proposed model. Conclusion and comments on the results
are provided in section 5.

2. LEM-PC Radar Moddl:

The radar model of LFM PC radar, shown in Figure (1), is the same introduced and
verified by the authorsin [12]. So, only key parameters and block diagram of the model
are revisited here. The complex envelop of LFM PC radar pulse with bandwidth & and
pulsewidth T i913]:
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Figure (1): Block diagram LFM PC radar model.
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The matched filter output magnitude response due to the LFM signal of Equation (1)
can be calculated by performing a convolution process between this signal and the
matched filter impulse response and is given by[5, 14]:
@)l = sinc(rBE — T — £4.)) (2)
2R,

Where "¢ = ¢ | R isthetarget range and ¢ is the speed of light.
For LFM-PC radar, the additional processing gain due to pulse compression and
coherent integration are added to the term SNR [6, 15],s0 that the new SNR becomes:

SNR; = SNR-N - BT (3)
Where, SNR is the peak signal power to average-noise power ratio for a conventiona
radar, N is the number of pulsesin one CPI and BT is the compression gain. Hence,
detection probability of pulse compression radar , FPasz. based on Nyman-Pearson
criteria, isgiven by[15]:

Paz=0Q (JW S (P;)) (4)

Where Py, is the probability of false alarm and @(.) isthe Marcum function.

The assumed simulated radar and target parameters are shown in Table (1). Radar
parameters have been chosen to simulate typical pulse compression search radar[6].
Whereas the chosen target parameters allow the target to be within a single range cell
and asingle Doppler cell to prevent range or Doppler straddle[12].

The smulated and the theoretically derived detection curves are caculated in clear
environment and shown in Figure (2). The simulated and the theoretical results agreed
very well to each other[12].
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Table (1). Radar and Target Parameters

Radar Parameter Value Units
Pulse Width 10 Uis
Pulse Repetition 16 ms
Interval
Carrier Freguency 3 GHz
Chirp Bandwidth 7 MHz
Target Range 3.576 Km
Target Doppler 312 Hz
CFAR Type Cdl Average
CFAR Window size 16 Range
cells

1
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Figure(2): Simulated and derived detection curvesfor LFM PC radar in clear
environment at P;;=10".

3. Chopping Jamming Modd!:

In accordance with [11], chopping jamming is used by a Digita Radio Frequency
Memory (DRFM) based airborne repeater jammer . Digital radio frequency memory
(DRFM) is a technique in which high speed sampling and digital memory are used for
storage of radio frequency and microwave signals. DRFM is widely used in Electronic
Counter Measures (ECM) applications especialy when coherent jamming techniques are
to be generated[ 16-20].

In a DRFM, the input RF is first down-converted in frequency, and the sampled with a
high-speed analog-to digital converter (ADC). The samples are stored in memory and
they can be manipulated in amplitude, frequency and phase to jam the radar signal. The
stored samples are later recalled from memory, processed by the digita to-anaog
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(DAC), up-converted and transmitted back to the radar[21, 22].

From the output samples, predetermined segments of the LFM pulse are stored in a
memory. From these segments, the jamming pulse is formed by repeating each stored
segment for a predetermined number of times and concatenating the segments and their
copies adjacent to each other preserving the origina pulse width. The baseband jamming

pulse can be expressed mathematically as follows:
M N

J(t)=A4 ZZEKP[}'I{HHZ) (5)

I=1i=1
Where A is the pulse amplitude, ¥ isthe total number of segments, ¥ isthe number of
repetitions of each segment, ki is the segment frequency slope and it is equal to “In :
and t: is the time vector aong an individual segment. It can easily be found that the
segment width is:

nggmg*nr = ﬁ (6)
To evauate the effect of chopping jamming on the verified LFM PC radar model
introduced in section Il in this paper, a Matlab ssmulation model for chopping jamming
has been built.

Find S

v

Pick M segments
each of Ssamples

v

Repeat each
segment N times

Non
Calculatethe
differenceL
Yes
A 4
Concatenate all P Pick L samples
segments « from the end of
radar pulse

v

End

Figure (3): Flow chart of chopping jamming simulation model.
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As shown in Error! Reference source not found.), given the received radar pulse, the
model acquires the number of required segments and the number of repetitions of each
segment. The program caculates the positions and number of samples of each
segment 5 . The required segments are then picked from the radar pulse, repeated as
required, and then each segment along with its repetitions is concatenated with each
other. If MxN x5 s |ess than the total number of samples ® within the received radar
pulse, the model calculate the difference L and fill the last part of the jamming pulse
with thelast L samplesin thereceived pulse.

The generated signa by this ssimulation model, shown in Figure (4.b), agreed with the

jamming waveform i ptroduced in[11].

Vi

g = 1 L L r r |
239 24 241 242 243 244V 245 246 247 2.43

Normalized Amplitud
o

Normalized Amplitude

) 2.39 24 241 242 243 244 245 246 247 2.48.
Time[sec] -4
(b) x 10

Figure (4): Time domain representation of (a) radar signa
and (b) chopping jamming signal(M = 2.8 =3 ),

4. Performance analysis of LFM-PC radar in presence of chopping jamming:

After building both radar and jamming models, the effect of chopping jamming on LFM
PC radar isto be investigated. In this investigation, the jammer delay with respect to the
radar return is assumed 100 ns, which is the typical-worst case delay by state of the art
DRFM. In accordance with Error! Reference source not found.), the output of the
IFFT block represents the radar matched filter output. This is the first output to be
evaluated.

Figure (5) shows the output of matched filter in presence of chopping jamming at
JSR=0dB. The figure shows the true target along with numerous range false targets
(RFT) with lower level. The loss of power in false targets relative to true target is due to
the mismatch between radar signal and jamming signal[11].



Proceedings of the 9" | CEENG Conference, 27-29 May, 2014 | EE0OO -

Up to this point, the results found by Sparrow in [11] are verified and the effect of
chopping jamming on LFM PC matched filter proposed in this paper agreed with
Sparrow’s results.

Sparrow aimed to affect range-tracking radar by generating RFTs at the output of the
matched filter. In the present work, it is required to investigate the effect of Sparrow’s
technique on the radar detection. To do this, according to Figure (1), the output of the
matched filter is passed through a coherent integrator with gain 12dB then it is passed
through a frequency domain CFAR processor with the parameters listed in Table (1).
Thismodel is consistent with modern search radar systems.

1 True Target_ | f f f
AN A
[y
5
S oaf---bommdee
£
2
(0174 |
0 2.;14 2.;16 2.;18 2..5 2.52 2..54 2..56
Time[sec] 10’
Figure (5): LFM-PC Matched filter output at JSR=0dB and SNR=-5dB with chopping
jamming.

As stated in [11], the jammer is assumed to be a Self Screening Jammer (SSJ). This
implies that the received jamming signa by the radar has the same Doppler as the
target[23]. The target Doppler shift is lost if any other configuration of the jammer
(Stand Off Jammer (SOJ) or Stand-Forward Jammer (SFJ)) is used. In this analysis, the
two scenarios are to be tested.

In SSJ case, with a jamming signa has the same Doppler shift as the target return, the
jamming signal coversthetarget signa at the output of the coherent integrator as shown
in Figure (9).
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Figure (6): SSJ Generated RFTs at the output of coherent integrator at the target
Doppler cell with JSR =10dB and SNR=-5dB.
These RFTs at the output of the coherent integrator causes the CFAR threshold to be
raised, as shown in Figure (7) causing misdetection.
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Figure (7): CFAR threshold with JISR=10dB and SNR=-5dB at target Doppler cell with
SSJ.

However, if the jammer is an SOJ or an SFJ jammer with no information about the
target Doppler snhift, the jamming signal lies in the zero-Doppler cell as shown in
Figure (8). Therefore, the target Doppler cell is free from any RFTs. Figure (9) exhibits
the ability of coherent integrator to cancel the effect of all RFTs generated by an SOJ or
an SFJ.
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Figure (8): CFAR threshold at zero Doppler cell with JSR=10dB and SNR=-5dB with

SOJor SFJ.
As the input to the CFAR processor is clear from any RFTs at the target Doppler cell,
CFAR threshold is not distorted and the target signal crosses the CFAR threshold. In
this case, both target signal and CFAR threshold are shown in Figure (10).

To evauate the effect of chopping jamming on the detection of LFM PC radar
quantitatively, detection of the proposed radar model under effect of the modeled
chopping jamming is shown in Figure (11) for SOJ or SFJ case and in Figure (12) for
SSJ case.
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Figure (9): Coherent Integrator output at target Doppler cell with JISR=10dB and
SNR=-5dB with SSJor SOJ.
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Figure (10): CFAR threshold at JSR=10dB and SNR=-5dB with SFJ or SSJ.

As expected, the radar detection capability with SFJ or SOJ scenarios has been
dightly affected by chopping jamming after passing through coherent integrator even at
high JSR. However, chopping jamming by an SSJ has a significant effect on radar
detection. As shown in Figure (12), at JSR=-10dB the radar lost its detection at any
SNR value. It should be noted that JSR is defined here to be the ratio between the
average jamming power and peak signal power. This definition is the classical one used
with noise jamming. However, for chopping jamming it is more convenient to consider
peak jamming power rather than average jamming power. The ratio between average
jamming and peak jamming power is the duty cycle of the jamming waveform which is
the same as the duty cycle of the radar waveform for a repeater jammer. For our case,
the duty cycle is 6.25x10°. This means that the peak jamming power is higher than
average jamming power by 22dB. Hence, the LFM-PC radar lost detection under effect
of chopping jamming at peak-to-peak JSR of 12dB.

In Figure (12), it is noted that the detection curve of the radar without jamming is
lower than that with jamming at JSR=—20dB for SNR< -22 dB, which is confusing. The
reason behind that is the false target generated by chopping jamming at the same target
location, which enhances the probability of detection at low SNR up to -22dB. As SNR
increases, jamming power is increased to maintain the same JSR (-20 dB here) till the
value at which the CFAR threshold is sufficiently raised and the detection ability of the
radar is affected.

10
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Figure (11): Detection of PC LFM radar in presence of chopping jamming at different
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Figure (12): Detection of PC LFM radar in presence of chopping jamming at different
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Conclusions:

5.

Using a verified model, the effect of a smulated chopping jamming on LFM PC

radar detection has been investigated. Despite the fact that chopping jamming has been

proposed to be used with an SSJ to saturate LFM-PC radar range tracker, it proves a

significant effect on radar detection with reasonable JSRs.

When used with an SOJ or SFJ

JSR. The exception occurs when the jammer has prior information about the true target

the detection is dightly affected even at high

Doppler so that it can generate a jamming signal that covers the corresponding target
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Doppler. If the jammer is not an airborne jammer, knowing the target Doppler is not a
general case and it increases the complexity of the already complex chopping jamming
algorithm.
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