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Abstract:

The Mobile Ad Hoc Network (MANET) is characterized by alack of infrastructure,
and by a random and quickly changing network topology; thus the need for a robust
dynamic routing protocol that can accommodate such an environment is an important
issue. In this paper we presented an enhanced reliable Ad Hoc multicasting protocol
that satisfies efficiency and robustness which is an essential in relative applications.
To enhance the multicasting routing there are two key concepts, the first key concept
Is to fair the distribution of the data packets among nodes according to the states of
nodes load, and the second one is to use the most stable route, which remains
connected for the longest duration of time while preserving the network robustness.
Due to the nature of ad hoc networks, secure routing is an important area of research
in developing secured routing protocols. The paper presents a secured routing
protocol for Ad Hoc network to be suitable for relative applications. The proposed
protocol based on two key concepts, the first key concept is to authenticate the route
of the control packets among nodes according to the Message Authentication Code
(MAC); the second one is to encrypt the packet by random selection of algorithm
from a set of agorithms which changes each hop.

After words, this paper applies the proposed secured protocol for the previous work
and a comparative study has been made between the proposed protocol and the
previous protocol.
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1. Introduction:

Traditiona network routing techniques fall short when asked to provide mobile hosts
with a reliable connection in a wireless environment. Wireless links allow a high
degree of mobility, but have two obstacles; first, they support low data rates second,
they have a limited range that can lead to frequent link failures. These two obstacles
necessitate a new approach to routing protocols. An emerging class of networks,
known as Mobile Ad Hoc Networks [1], promises to provide connectivity among
hosts in ahighly volatile environment, while minimizing routing overhead.

Wireless networks do not share the robust and high-speed links enjoyed by their
wired counterparts. Wireless connections have a small data carrying capacity, a
relatively high error rate, and are unreliable when compared to traditional wired
connections. MANET may be an adequate solution to the wireless networking
problem. MANETSs operate independently of a fixed backbone network, conserve
bandwidth, and react quickly to changes in network topology.

Ad hoc wireless networks are self-organizing, dynamic topology networks formed by
a collection of mobile nodes through radio links. Minimal configuration, absence of
infrastructure, and quick deployment, make them convenient for emergency
situations other than military applications. Multicasting plays a very crucia role in
the application of Ad hoc networks. As the number of participants increases,
scalability of the multicast protocol becomes an important issue [2].

Multicasting is the transmission of datagrams to a group of hosts identified by a
single destination address and hence is intended for group-oriented computing. In
MANETSs, multicasting can efficiently support a variety of applications that are
characterized by close collaborative efforts. It has a self-organizing capability and
can be effectively used where other technologies either fail or cannot be deployed
effectively. Advanced features of wireless mobile systems, including data rates
compatible with multimedia applications, global roaming capability, and
coordination with other network structures, are enabling new applications. Therefore,
if we can efficiently combine the features of a MANET with the usefulness of
multicasting, it will be possible to realize a number of envisioned group-oriented
applications[2].

Due to the issues such as shared physical medium, lack of centra management,
limited resources, no fixed and highly dynamic topology, ad hoc networks are much
more vulnerable to security attacks. Hence it is very necessary to find security
solutions, which are much more difficult to develop than in wired networks. Like
wired networks, the following major security goals should be satisfy confidentiality,
integrity, availability, authentication, non-repudiation.

The rest of the paper is organized as follows: Section 2 describes briefly the related
work of Ad Hoc multicasting protocols, Section 3 discusses briefly the related work
of Ad Hoc security, section 4 presents overview of the previous work of the
enhancement of Multicasting protocol, and section 5 presents our proposed protocol.
The simulation results and performance evaluation are presented in section 6, and
finaly the conclusion is presented in section 7.
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2. Multicast Routing Protocols

One straightforward way to provide multicast in a MANET is through flooding. This
approach has a considerable overhead since a number of duplicated packets are sent
and packet collisions do occur in a multiple-access-based MANET. We can classify
the multicast routing protocols into three categories according to topology,
initialization of the multicast session, and the topology maintenance mechanism.
Figure (1) shows the classification of Ad Hoc multicast routing protocols.

Multicast Routing Protocols
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| | | | | |
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Figure (1): Classification of Ad Hoc multicast routing protocols.

3. Security:

Like wired Networks, we can classify the attacks into two brief categories, namely
passive and active attacks. A passive attack attempts to learn or make use of
information from the system but does not affect system resources. A powerful
solution to keep the adversary away from getting useful information is encrypting the
data packet. An active attack attempts to alter system resources or affect their
operation. Cryptography is not the only method to provide information security, but
the most important one. Some cryptography mechanisms will be addressed in the
following section. Cryptography can be used to achieve the Confidentiality, Integrity,
Non-repudiation, Availability, and Authentication.
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A. Security attacksin ad hoc networks

Wormhole attack: In this attack, an adversary receives packets at one point in the
network, tunnels them to another point in the network, and then replays them into the
network from that point. This tunnel between two adversaries are called wormhole.
Black hole attack: In this attack, a malicious node uses the routing protocol to
advertise itself as having the shortest path to the destination node of the packet that
was intercepted.

Routing attacks: In this attack, an adversary attempts to disrupt the operation of the
network. The attacks can be further classified into several types, namely routing table
overflow attack, routing table poisoning attack, packet replication attack, routing
cache poisoning, and rushing attack.

Denial of service (DoS) attack: In thistype of attack, the attacker attempts to prevent
the authorized users from accessing the services to other nodes, either by consuming
the bandwidth or by overloading the system. A simple scenario in which a DoS
attack interrupts the operation of ad hoc wireless networks is by keeping a target
node busy by making it process unnecessary packets.

B. Security Protocols

In this section a brief overview of possible security solutionsin a MANET with their
characteristicsis presented:

ARAN (Authenticated Routing for Ad hoc Networks): ARAN [23] is an on-demand
security routing protocol that makes use of cryptographic certificates to make the
routing secure. ARAN introduces authentication, message integrity and non-
repudiation as the main thing for aminimal security policy in an ad hoc environment.
ARAN makes use of a trusted certificate server. All nodes that want to participate
have to have a fresh certificate from the trusted server and also know the public key
of the trusted server. The key distribution must be done in advance.

Ariadne: Ariadne [26] is a secure on-demand routing protocol for Ad Hoc Network.
Ariadne relies on symmetric cryptography and performs MAC through intermediate
nodes. The routing message can be authenticated by the following three types:. shared
secrets between each pair of nodes, shared secrets between communicating nodes
combined with broadcast authentication, and digital signatures, respectively.

LHAP (Lightweight Hop-by-hop Authentication Protocol [30]: It’s designed as a
general network access protocol, which provides authentication for every packet. It
prevents unauthorized nodes from being able to inject packets into the network.
LHAP is transparent to and independent of the routing protocol. LHAP is based on
two techniques. First a hop-by-hop authentication to verify the authenticity of every
packet sent in the network. Every node receiving a packet authenticates it before
forwarding it. If the authentication fails, the packet is discarded. Secondly, one-way
key chainis used for packet authentication.

SAR (Security-aware Ad hoc Routing: SAR [24] is an extension to existing on
demand ad hoc routing protocols. To ensure security in a wireless network it uses a
generalized framework. The framework gives nodes different level of security by
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assigning them trust values. This means that when a packet is sent, it is assigned a
trust value and certain security attributes, which is done by the user.

SEAD (Secure Efficient Ad hoc Distance vector routing protocol: SEAD [25] isin
part based on the design of the Destination-Sequenced Distance-Vector routing
protocol. It uses a one-way-hash function and asymmetric cryptography operations.,
This gives SEAD the ability to be used by nodes with limited CPU processing
capability and to defend against Denial-of-Service attacks like forcing nodes to
consume much bandwidth or processing time. To avoid long-lived routing loops and
to defend against the replay attack SEAD uses destination numbers. Authentication is
used in SEAD both to authenticate the routing information and to ensure that the
information originates from the correct node.

SLSP (Secure Link State Protocol): SLSP [31] is a secure routing protocol that can
be stand-alone or fit in ahybrid network framework together with areactive protocol.
Its goals are to, with a proactive approach, give correct up-to-date and authentic link
state information in terms of discovery and distribution.

SMT (Secure Message Transmission): The SMT [32] purpose as its name says to
secure the data transmission. The issue of discovering routes in a secure manner is
not treated by SMT and should be done by another protocol, like SRP or Ariadne,
The goal in SMT is to secure data forwarding on already discovered routes whether
or not the routes contain malicious nodes.

SPAAR (Secure Position Aided Ad hoc Routing): SPAAR [28] is designed to be
used in a high-risk tactical MANET and provides authentication, non-repudiation,
confidentiality and integrity, which are the necessary elements for this environment.
The goal isto satisfy a number of security requirements and in so doing the protocol
safe for its environment [24]. For threats like eavesdropping, impersonation, message
replay and message distortion SPAAR uses encryption. Every node has a
public/private key pair, a signed certificate that binds the public key to the node and
the trusted certificate server public key.

SRP (Secure Routing Protocol): SRP [29] is implemented as an extension to a
reactive protocol. It can be applied to several existing routing protocols and it
guarantees correct route discovery because of security association. The attacks that
are treated in SRP are attacks that try to disrupt the route discovery process. It
provides correct routing information in other words, factual, up-to-date and authentic
connectivity information. The requirement is that when a pair of nodes wishes to
communicate in a secure manner, the end nodes must have a security association.
TESLA (Time Efficient Stream Loss-tolerant Authentication): TESLA [27] enables
source authentication. The recelver of any broadcasted data can verify that the
packets really originate from the claimed source and that the information hasn’t been
atered on the way. The main idea of the basic TESLA protocol is that a MAC is
attached to every packet. This MAC is computed using a key k that only the sender
knows. When the receiver gets the packet it buffers it and waits for the sender to
disclose the key k so it can authenticate the packet. If the receiver doesn’t get the
packet in time, it is discarded. Thus attaching a single MAC to every packet makes it
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possible to provide source authentication. The only thing that has to be done in
advance isfor the receiver and sender to synchronize their clocks.

4. The Enhanced Reliable Ad Hoc Multicasting Protocol (E-PUMA) [33]

It should be clear that the conservation of bandwidth is imperative to the success of
any wireless network. While previous MANET multicast protocols focused only on
the reductions of control overhead, the multicast protocol investigated in this study
attempts to reduce the amount of bandwidth used by the network both in terms of
control overhead and data rebroadcasts. It can usually be assumed that data
transmission consumes more bandwidth than control overhead. Even a small
decrease in data retransmissions should substantialy improve network performance.
Unlike previously proposed MANET multicast algorithms, this new protocol will
focus on: Route load and Route stability/Quality. In what follows the basic modules
of the proposed protocol will be discussed.

A. Mesh Establishment Phase

In mesh establishment phase we use a receiver initiated approach in which receivers
join amulticast group using the address of a special node (core ID), without the need
of network-wide flooding of control or data packets from all the senders of a group.
We implement the spanning tree algorithm introduced by Perlman for internetworks
of transparent bridges [28] to elect one receiver of a group to be the core of this
group.

Every receiver connects to the elected core aong all shortest paths between the
receiver and the core. All nodes on shortest paths between any receiver and the core
collectively form the mesh. A sender sends a data packet to the group along any of
the shortest paths between the sender and the core. When the data packet reaches a
mesh member, it is flooded within the mesh, and nodes maintain a packet ID cache to
drop duplicate data packets.

We use a single control message for al its functions, the multicast announcement.
Each multicast announcement consists of: Sequence Number, group ID, core ID,
Distance to _core, Mesh_member flag, Parent (states the preferred neighbour to
reach the core), X-Y Coordinates of the node, Node Speed, and Node Load.

During the scenario each node measures its traffic load in the last period (Here, the
load period is 3 seconds). Each node gets the control packet calculates the available
time between this node and the neighbours. With the information contained in such
announcements, nodes elect cores, determine the routes for senders to unicast
multicast data packets towards the group and maintain the mesh of the group.

B. Data Transfer Phase

A node that believes itself to be the core of a group transmits multicast
announcements periodically for that group. As the multicast announcement travels
through the network, it establishes a connectivity list at every node in the network.
Using connectivity lists, nodes are able to establish a mesh, and route data packets
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from senders to receivers. A node stores the data from all the multicast
announcements it receives from its neighbours in the connectivity list. Fresher
multicast announcements from a neighbour (i.e., one with a higher sequence number)
overwrite entries with lower sequence numbers for the same group.

For the same core ID and sequence number, multicast announcements with smaller
distances to the core are considered better. When all those fields are the same, the
multicast announcement that the neighbours has minimum load is considered better.
The last check is to detect the route that will remain connected for the longest
duration of time. After selecting the best multicast announcement, the node generates
the fields of its own connectivity list which consists of: Core ID, Group ID,
Next Hop, Parent, Distance to Core, Sequence Number, Time Received,
Mesh_Member, Route Load (the traffic load of the neighbour node), and
Route_Sability (Using [(X, Y), Speed] of the current node and the neighbour to
calculate the duration that the link between the two nodes stays connected).

Figure (2): Mesh Creation

Table (1): Connectivity List of E-PUMA at node 6

: Multicast Announcement Time
Nerghbour Distance To Core | Parent | Load % | Stability (sec) | (ms)

1 1 11 30 40 12180

5 1 11 40 40 12152

7 2 5 60 30 12260

Table (2): Connectivity List of SERAMP at node 6

: Multicast Announcement Time
Nerghbour Distance To Core | Parent | Load % | Stability (sec) | (ms)

5 1 11 40 40 12152

7 2 5 60 30 12260
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Within a finite time the forwarding mesh is constructed and every node in the
network will have the routing information of the new multicast session in the
Connectivity List. The sender can receive multiple Receiver Control packets from
multiple nodes in the forwarding group. The sender chooses one of the routes, as an
active route, according to the path quality and sends the data packets through it.

Figure (2) shows the mesh creation, and Table (1) and Table (2) show the
connectivity list of the E-PUMA protocol and the SERAMP protocol respectively at
certain group/core/sequence number for node 6 where node 1 isincredible node.

5. The Proposed Secured and Enhanced Ad Hoc Multicasting Protocol (SERAMP)

A secure routing protocol for ad hoc networks should be able to:

» Detect the spiteful nodes in the network and to prevent them from participating in
routing process.

» Assure that acorrect route could be found, if it exists.

» Guarantee the confidentiality of network topology.

» Bestable against attacks

Our godl is to design simple and efficient mechanisms with low computation and

communication overhead achieving high attack robustness. These mechanisms

should be sufficiently general to be applicable to a wide range of routing protocols.

A. Algorithm
Our protocol depends on the values of two tables which built-in at the trusted nodes.

The first table contains the keys list available and the associated Code-Vaues for the
encryption, the second table contains the list of the keys and the associated Hash
functions of the Message Authentication Code (HMAC).

e Packet Initiation: During the scenario the core node generates a random number
(Key-Value). From the table of the Key-Values the node selects the Code-Value and
encrypts the message. From the second table the node selects the Hash-Function for
authentication. Apply the Authentication function on the message and calculate the
MAC. Then the node sends the message.

e Packet Reception: When the node receives the message it reads the Key-Value
and applies the authentication function to ensure that the resultant value equals to the
MAC otherwise rgject it. Then decrypt the message using the Code-Value associated
with the Key- table.

e Packet Forwarding: To forward the message, the node generates a random
number (Key-Value). From the table of the Key-Vaues the node selects the code
value and encrypts the message. From the second table the node selects the Hash-
Function for authentication. The Authentication is applied on the message and the
MAC is calculated. Then the node forwards the message.
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B. Implementation

In mesh establishment phase two fields are added to the control packet of the

multicast announcement: The first field is the Key-Value and the second field is the

Authentication-Code. So that each multicast announcement consists of:

» Sequence number: The sequence number in the best multicast announcement

e Group_ID: Thegroup ID in the best multicast announcement

e Core ID: ThecorelD inthe best multicast announcement

» Distance to_Core: One plus the distance to core in the best multicast
announcement

* Mesh_Member: Receivers consider themselves mesh-members and set the mesh

member flag to TRUE.

Parent: The neighbor from which it received the best multicast announcement.

X: x-Coordinate of the node.

Y: y-Coordinate of the node.

Node Speed: The Speed of the current node.

Node Load: Thetota load of the current node.

Key-Value: Random value generated by the current node.

Authentication-Code: MAC calculated according to the algorithm of the Key-

Vaue.

During the scenario the core node generates a random number (Key-Value). From

this Key-Vaue the node encrypts the message using the algorithm corresponding to

this value which is built-in in the trusted nodes. The node calculates the MAC using

the algorithm corresponding to the same Key-Value. After that, the node forwards

the message. Each node gets the message do the following steps:

* Apply the authentication algorithm using the Algorithm corresponding to the

attached Key-Value and verifies that the resultant value is equal to the vaue

contained in the Authentication-Code. Elseit will rgject it.

Decrypt the message using the Key-Value agorithm.

M odifies the message content according to the current node cal culation.

Set the Key-Value with a new generated random number.

Apply the Encryption algorithm to the message using the Key-Value agorithm.

Calculate the Authentication-Code using the Algorithm corresponding to the

attached Key-Value.

* Put the calculated Authentication-Code into its field.

» Forward the message.

In the above agorithm we notice that every node that forwards a packet will generate
anew random Key-Value to the packet and authenticate and encrypt it. The next node
that receives the packet can then authenticate it by applying a different algorithm
according to the new Key-Value which is generated by the previous node.

Keyed MAC are employed to authenticate routing messages and the validity of the
path selected and also intermediate nodes authenticate al the packets received before
forwarding it, which makes our approach computationally efficient compared with
prior approaches based on digital signatures of the source.
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In this secured protocol multiple messages (which are actually the same message)
received from different neighbours are different in content with respect to the
anomaly node, but with respect to the trusted nodes is the same message. This makes
it very difficult for an attacker to launch replay attacks, since the packet is applied by
different authentication and encryption algorithm at each hop through the path.

6. Performance Evaluation

In this section a case study is performed. Table 3 illustrates a simulation environment
that consists of 50 ssimulated wireless mobile nodes roaming in a 1500 meters x 300
meters flat space for 900 seconds of simulated time. The radio transmission range is
250 meters. Group scenario files determine which nodes are receivers or senders and
when they join or leave agroup. It is assumed that a multicast member node joins the
multicast group at the beginning of the simulation (first 30 seconds) and remains as a
member throughout the whole simulation.

The metrics used for our evaluation are Packet Delivery Ratio (PDR) and the
Average Delay (AD). The PDR is defined as the data packets delivered divided by
the data packets expected to be delivered. The data packets expected to be delivered
Is the data packets sent times number of receivers. These metrics represent the
multicast routing efficiency.

Table (3): Smulation Environment.

Simulator NS-2.32
Total Nodes 50
Simulation Time 900 sec
Simulator Area 1500 x 300
Node Placement Random
Pause Time 0
Mobility Modem Random Waypoint
Radio Range 250 meter
Data Packet Size 256 bytes

For simplicity, we used an authentication algorithm with low communication and

computation overhead; we implemented the secured protocol for one case whichiis:

* From the received key we select the associated code from the code list which is
built-in at each trusted node.

» Using this code to make an exclusive or (XOR) with the message contents to
encrypt it.

* And also from the recelved key we select the corresponding algorithm (Hash-
Function) and apply it to calculate the MAC.

To compare the proposed secured protocol with the previous protocol, four

experiments are performed to explore the performance with respect to some

parameters such as. Traffic load, number of senders, number of receivers, and node

mobility. The details of each experiment are performed as follows:
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Experiment 1. Traffic Load varies from 1 to 50 pkts/sec. Mobility = 0, (Senders,
Receivers)= (1,1), (5,5), and (10,10).
Experiment 2: Senders varies from 1 to 10, Mobility= 5 m/s, Members= 10, and
Traffic Load= 10 pkts/sec.
Experiment 3. Receivers varies from 1 to 30, Mobility= 5 m/s, Senders= 5, and
Traffic Load = 10 pkts/sec.
Experiment 4: Mobility speed varies from 0 to 20 m/s, Senders= 5, Receivers= 5,
and Traffic Load = 10 pkts/sec.

A. Theimpact of traffic load

In traffic load experiment, node mobility speed is moderate with maximum speed 5
m/s, because we want to focus on packet drops caused by congestion and the delays
caused by the security algorithm calculations. Both the senders and receivers were
chosen randomly from among the 50 nodes. Traffic load was equally distributed
among all senders.
The PDR as afunction of the traffic load which Changes from 1 pkt/sec to 50 pkt/sec
Is presented in different cases (as shown in Figure (3), Figure (5), and Figure (7)).
After implementation of the secured protocol, we notice that the PDR is the same for
the two protocols.

Figure (3): senders= 1 & receivers= 1.

Figure (5): senders= 5 & receivers= 5.
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The AD as afunction of the traffic load delayed from 0.0% to 0.3% as a result of the
authentication, decryption, and encryption calculations which is negligible value
compared with the importance of securing the data (as shown in Figure (4), Figure
(6), and Figure (8)).

B. The impact of number of senders
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In case the number of multicast senders increased from 1 to 10, traffic load at 10
pkt/sec, number of receivers is 10, and node mobility speed is moderate with
maximum speed 5 m/s. We will show the PDR and the AD as a function of the
number of senders for the two protocols. We found that the PDR is not impacted and
the AD is still negligible value as shown in Figure (9) and Figure (10).

C. Theimpact of humber of receivers
In this experiment, node mobility speed is moderate with maximum speed 5 m/s. The

number of multicast receiver increases from 1 to 30. Figure (11) shows that the PDR
doesn’t impacted with the security algorithm and Figure (12) shows that the AD is
acceptable value.
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D. Theimpact of node mobility

In this aspect, the maximum movement speed of nodes range in the set {0, 1, 5, 10,
15, and 20} m/s, the number of sendersisfixed to 5, the number of receiversis fixed
to 5 and the traffic load is 10 pkt/sec. Weillustrate the PDR and the AD (as shown in

Figure (13) and Figure (14)) as afunction of the speed for the two protocols.
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7. Conclusion:

This paper presented a secured multicast routing protocol for Ad Hoc networks
which is useful for real-time/disaster environment applications. The first key concept
Is to authenticate the route of the control packets among nodes according to the
MAC,; the second one is to encrypt the packet by random selection of agorithm from
a set of algorithms which changes at each hop. A comparative case study was
established between E-PUMA and SERAMP. The PDR is approximately the same
for the two protocols, while the AD of SERAMP is increased from 0.0% to 0.3%
higher than E-PUMA as a result of the authentication and decryption and encryption
calculations which is considered a very small value. We have to put in consideration
that the PDR is calculated for the trusted packets only. The following issues should

be taken into concern as a future work:
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e |mplementation of the proposed protocol model using different Security
algorithms.

e Quality of service control — Not all nodes and packets are equal.

e Trusted models — How to dea with the level of trust and compromised nodes
rather than reject the message.

e Mobility Models— Not all Mobility Models are equal.

e Radio power usage restrictions — Battery, reveal location, time and importance of
the node.

e Hardware implementation of the proposed security algorithm using FPGA.

e Support for 3D Terrain — athough not supported in NS2 mobility traces, support
of 3D terrain models would allow for more realistic wireless node connectivity
calculations.
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